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Dome External Risk Protection Platform

Protect Your People, Brand, and Assets from
Cyber & Physical Threats

Your organization faces a wide range of external risks from sources outside your perimeter. They threaten the security of your
executives, operations, employees, facilities, and brand.

The Constella Dome platform delivers unmatched visibility of emerging cyber and physical threats to your people, brand, and
assets, enabling you to respond before damage occurs.

Comprehensive Protection Against External Risk

The Constella Dome platform continuously monitors the Dark, Deep, and Surface Web, Sacial Media and Data Brokers for risks.
It eliminates the manual, slow OSINT collection that consumes valuable resources and delays threat detection and response:

« Automated analysis of thousands of data sources and billions of data points provides unmatched visibility.

« Context-rich alerts enable you to respond to threats faster before they put your people or operations at risk.

« Customizable threat models improve relevance of alerts and reduce false positives.
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Dome Delivers Unified View of External Risks employees and facilities.

"Constella’s Dome platform is a critical tool we use to protect our executives, employees, and company from threats. It allows
us to monitor hundreds of our executives and key employees to ensure that we can identify and respond faster to external
risks.” - SVP, Information Security Global Investment Bank
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Detect and Mitigate External Risks Before They Endanger Your People and Operations

Dome gives you the flexibility to deploy the protection you need, and each module includes essential capabilities to reduce

the burden on under-resourced teams:

« Automated Takedown Requests: Remove malicious content without relying on in-house expertise.

« Seamless Integration with Network and Security Stack: Accelerate deployment and response by integrating with your on-
boarding, analysis, SOC response, and ticketing systems.

« Accelerated Time-to-Value: Speed deployment with self-service configuration and tuning.

Dome Executive Protection and Employee Protection

Deploy different levels of protection for your executives & VIPs and employees:

Dome Executive Protection:
« Monitor the Deep, Dark, Surface Web, Social Media, and Data Brokers for external risks.
« Detect cyber or physical threat targeting an executive or their family.

« Detect impersonation profiles, doxxing, reputation attacks, compromised credentials, exposed Pl and other risks.

Dome Employee Protection:
« Receive real-time alerts of external risks like compromised credentials, personal information being sold by data brokers, and PlI

exposed on the Surface Web.

Dome Brand Protection
Protect your customers and your business from external risks before they can damage your mostimportant asset:

+ Respond to malicious cyber activity before it transforms into physical threats that put your operations, customers,
employees, and facilities at risk.

« Know when threat actors discuss your brand, people, or operations in anonymous Dark Web forums, marketplaces, telegram
channels, and onion sites.
« Detect harmful or negative content  disinformation targeting your brand on social networks and news media.

« ldentify potential insiders who are active on the Dark Web forums, marketplaces, and malicious websites.

' Threat Actor Investigation

Investigate and attribute anonymous threat actors and their malicious activity with Dome’s built-in integration with
Constella Hunter.
« Solve investigations 5x faster.
« Attribute malicious activity, fraud, and potential insider threats.
« Link real identity information to obfuscated identities.

« Identify unknown connections between anonymous threat actors and malicious activity.

About Constella Intelligence

Constella Intelligence is a global leader in Digital Risk Protection, safeguarding 80M+ global users at some of the world's largest
organizations, including & of the top 10 U.S. banks. Our solutions are a unique combination of proprietary data, technology, and
human expertise to anticipate, identify, and remediate targeted threats to your people, your brand, and your assets at scale—
powered by the most extensive breach and social data collection on the planet from the surface, deep and dark web, with over
131 billion attributes and 66 billion compromised identity records spanning 125 countries and 53 languages.
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